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Abstract. Despite the increasing maturity of contemporary Workflow
Management Systems (WfMS), there still exist numerous process-aware
application systems with more or less hard-coded process logic. This does
not only cause high maintenance efforts (e.g. costly code adaptions), but
also results in hard-coded rules for controlling the access to business processes, business functions, and business data. In particular, the assignment of users to process activities needs to be compliant with the rights
granted for executing business functions and for accessing business data.
A major reason for not using WfMS in a broader context is the inflexibility provided by their activity-centered paradigm, which also limits the
access control strategies offered by them. This position paper discusses
key challenges for a process management technology in which processes,
data objects and users are well integrated in order to ensure a sufficient
degree of flexibility. We denote such technology as Object-Aware Process
Management System and consider related research as fundamental for
the further maturation of process management technology.
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1 Introduction
Contemporary application systems (e.g., ERP and CRM systems) enable access
to business data, offer a variety of business functions to users, and provide an
integrated view on supported business processes. However, in most cases underlying business process logic, business functions, and access control constraints
are hard-coded within the application system. As a major drawback, even simple
process changes then require costly code adaptations and high efforts for testing
[1]. To cope with this unsatisfactory situation, Workflow Management Systems
(WfMS) have been introduced. Usually a WfMS provides generic functions for
modeling, executing and monitoring business processes. Contemporary WfMS,
however, have not achieved the technological maturity yet for adequately supporting the processes from Application Systems. In particular, existing WfMS
show strong limitations if a close integration of the process and data perspectives is needed. Another challenge constitutes access control. Many information
systems rely on Role-Based Access Control (RBAC) mechanisms [2, 3] to make
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the specification of permissions independent from concrete users and thus to
ease users management. However, the basic RBAC approach does not allow
to distinguish between permissions of the type and of the instance level [4].
Furthermore, a closer integration of process and data necessitates a more sophisticated approach for access control. On the one hand, access to business
data and permissions for executing business functions depend on the executed
processes. On the other hand, when defining actor assignments for process activities, permissions for accessing data as well as for executing functions have to
be taken into account. Current WfMS do not adequately cope with such interdependencies. In [1] we have introduced an advanced paradigm for the support of
data-driven processes and have discussed some of the challenges emerging in this
context. In particular, we have elaborated the requirements for a generic process
management component, which integrates the data- and function-based view,
known from many application systems, with a view on the supported processes.
Thereby, our specific focus has been on the integration of data and processes.
This paper adds a complementary aspect to our previous discussions, namely
how to integrate users in Object-aware Process Management Systems1 ; i.e., in
addition to the challenges arising from a closer integration of process and data,
we discuss fundamental requirements for access control in Object-aware Process
Management Systems. Understanding these challenges is fundamental in order
to integrate users in such systems. We use the following example to illustrate
relevant issues for realizing an Object-aware Process Management System.
Illustrating Example. We consider the (simplified) process of a job application as typical in human resource management. Using an Internet online form,
interested job applicants may apply for a vacancy. The overall goal of the process is to decide which applicant shall get the offered job. Different personnel
officers are responsible for different job applications. They may request
internal reviews for each job applicant. Corresponding review forms have to be
filled out by employees from functional divisions until a certain deadline.
Usually, they evaluate the application(s), make a proposal on how to proceed
(e.g., whether or not a particular applicant shall be invited for an interview),
and submit their recommendation to the personnel officer. Based on the reviews
the personnel officer makes his decision on the application(s) or he initiates
further steps like interviews or additional reviews. In general, different reviews
may be requested and submitted respectively at different points in time.
Section 2 summarizes important aspects on application systems as well as on
WfMS, and describes five key challenges for integrating data and processes in
Object-aware Process Management Systems. In Section 3 we first present basic issues related to access control. Then we discuss additional challenges which
specifically deal with the integration of users. Section 4 discusses existing approaches. The paper concludes with an outlook in Section 5.
1

An Object-aware Process Management System denotes a process- and object-aware
information system with a tight integration of the process and the data perspective.

Object-aware Process Management Systems

3

2 Integrating Processes and Data
In [1] we have introduced the notion of Object-aware Process Management System. Our overall goal is to provide a generic component for enabling data-driven
processes with an integrated view on process and data. On the one hand, we
want to offer similar features as realized in hard-coded application systems, on
the other hand we want to benefit from the advantages known from workflow
technology; i.e.; to provide generic functions for realizing such applications. This
section summarizes challenges for integrating processes and data in Object-aware
Process Management Systems, which we elaborated in two case studies.
2.1 Backgrounds
We first provide the needed backgrounds for understanding following discussions.
Application Systems provide features for managing business data. The latter are represented by a number of object instances (e.g. job application of
Luise Loop) of different object types (e.g. job application), which may be related to each other (e.g., for a job application several reviews may exist).
Object types and their relations are modeled in the (application) data structure. An object type consists of a set of attributes (e.g., name of an applicant
or decision about a job application). The instances of a particular object
type then differ in the values of these attributes. Using basic functions, object instances can be created, deleted or changed; i.e, attribute values can be
read/written by authorized users. Several object instances can be displayed in
a table; whose rows correspond to object instances [1]. Users may invoke specific functions (e.g. forms) on selected object instances in order to read/write its
attribute values. In addition to this data- and function-centered view, existing
applications often provide an integrated view on processes. Generally, a process
is needed to reach a particular business goal; i.e., object instances having certain
attribute values. Therefore, application systems implement mandatory activities
which have to be performed on these object instances in a certain order and
be assigned to authorized users; i.e., mandatory activities are executed in the
context of a particular process and are added to user worklists. Users are themselves treated as entities maintained in the underlying application database.
Consider applicants, personnel officers and employees as users of a human resource management system. Generally, for each real world entity type
(e.g. job application), and therefore for each role (e.g. applicant), a specific
object type exists. As a result, each user is represented by an object instance.
Consequently, it is not sufficient to assign privileges only on basis of object types
and roles. Instead, respective systems have to manage permissions at the level of
individual object instances as well; e.g. a user may work on a particular process
activity for process instance A, while he is not allowed to work on the same activity within another process instance B of same type. Finally, the permissions
to work on a particular activity at instance level may depend on accessed data.
One drawback of existing applications is the hard-coding of the process logic and
the authorization constraints within the application system.
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Workflow Management Systems. WfMS offer promising perspectives for realizing more flexible process implementations. Usually a process definition consists of a set of activities and their execution constraints (e.g., control flow) [5].
The latter can be defined based on a number of control flow patterns which,
for example, allow to express sequential, alternative and parallel activity routing or loop backs [6]. Each single activity, in turn, represents a task and is
linked to a specific business function of an application system. Application data
is usually managed by the invoked applications themselves. Only data needed
for process control (e.g. for evaluating transition or join conditions) or for supplying activity input parameters of activities are stored and managed within
the WfMS. In many WfMS, only atomic data elements (i.e. attributes) can be
handled; i.e., grouping data elements or defining semantical relations between
them is not possible. Roles and users are typically captured in an organization
model maintained by the WfMS [7]. To be able to assign human activities to the
right actors, WfMS use actor expressions which are related to components of
the organizational model (e.g. user roles). Such assignments have to be defined
for each human activity. At runtime, for each business case an instance of the
corresponding process definition is created and executed according to the defined
control flow. A particular activity may be only enabled if all preceding activities
are completed or cannot be executed anymore (except loop backs). When a human activity becomes enabled, corresponding work items are added to worklists
of authorized users. Finally, when such a work item is selected by a user, the
WfMS launches the associated business function of an application system.
2.2 Basic Challenges for Integrating Processes and Data
Process support in Application Systems raises challenges not adequately addressed by existing WfMS (see [1] for details):
Challenge 1 (Integrating process and data). Processes need to be tightly
integrated with application data [8]; i.e.; business data should be managed based
on processed objects. Another challenge is to cope with the varying and dynamic
number of object instances to be handled within processes during runtime; for
each job application a different number of reviews may exist, which can be
instantiated at different points in time. Therefore, the relations between object
instances have to be considered during process execution; e.g., to decide about
a job application only the reviews for this concrete application have to be
evaluated. In this context, authorized users work on mandatory activities needed
for the progress of the process instance and offered to users in their worklists.
In addition, they may optionally edit attribute values of object instances at arbitrary points in time (denoted as optional activities) [1]. As example consider
attribute comment of a review object instance that may be changed at any point
in time.
Challenge 2 (Choosing granularities for process and activities). The
modelling of processes and data constitute two sides of the same coin and therefore should be compliant with each other [9]. We have to distinguish between
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executing a process instance. To decide on a job application the corresponding reviews have to be evaluated. Relations between process instances should
therefore correspond to the ones between the corresponding data objects [10].
Finally, process instantiation needs to be coupled with the creation of related
object instances [1].
Challenge 3 (Data-based modeling). Process steps should not be modeled
in terms of black-box activities [8], but be defined as data conditions on the
attributes of the corresponding object type (see Fig. 2); e.g., to reach the process goal of a job application, attribute decision must be set. This allows
us to determine necessary attribute changes over time; i.e., to figure out what
attribute changes are required for an object instance to reach the next logical
process step of the corresponding process instance. Attribute changes affecting
the progress of a process instance can be bound to the execution of mandatory
activities. Simultaneously, optional activities can be executed on the respective
object instance (e.g. changing the attribute comment of a review); but usually
have no influence on the progress of the process.
Challenge 4 (Synchronizing process instances). It should be possible to
execute both instances of the same and instances of different process types
asynchronously to each other. However, due to data dependencies at object instance level, we need to be able to synchronize their execution at certain points
[1, 10, 11]. Furthermore, to a super-ordinate process instance several sub-ordinate
process instances should be assignable in accordance with the relationships between the corresponding object instances and their cardinalities [1]. Fig.1 depicts an example of synchronized process instances. Here, the process instance
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for a job application may continue while the process instances for the related
reviews are executed. Before deciding on a job application, however, all requested reviews have to be submitted.
Challenge 5 (Flexibility). Process execution is data-driven; i.e., it should not
be guided by activities, but be based on the state of processed object instances.
This way, a more flexible execution behaviour can be realized. In addition to
mandatory activities, optional ones may be performed asynchronously. Which
optional activities are available at a certain point in time depends on the state
of the processed object instance. For example, after submitting a review its
attribute comment cannot be changed anymore. Finally, it should be possible to
conjointly work on multiple activities of same type, but belonging to different
process instances, i.e. to process the activities in one go [12, 1]. A user should
be able to change the values of certain attributes for a set of object instances
simultaneously (e.g. to decide on several job applications).

3 Integrating Users
This section first summarizes backgrounds on access control. Following this,
we discuss fundamental challenges for integrating users in Object-aware Process
Management Systems.
3.1 Backgrounds on Access Control
Access control mechanisms (so called authorization) protect data from unauthorized access (confidentiality) and improper changes (integrity) [13]. Coincidently,
one has to ensure that each user gets access to all required data and functions
(availability) [13, 14]. We need to consider access control at different layers of
abstraction [15]: strategies, models and mechanisms. Strategies determine which
components (e.g. data, functions) within a system shall be protected, and define
the required kinds of privileges. A model, in turn, formally represents the applied
strategy, whereas the used mechanism determines its technical implementation.
Most existing systems use Role-Based Access Control (RBAC) as strategy. The
additional layer between users and privileges allows for quicker and less cumbersome administration [3]. Furthermore, users with same positions or duties get
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3.2 Challenges for Integrating Users
Challenge 6 (Horizontal and vertical user assignment). In WfMS, human activities are associated with actor expressions; e.g., based on user roles
(denoted as horizontal authorization). Users who may work on respective activities are then determined during runtime based on these expressions. This is no
longer sufficient in our case, since the selection of potential actors does not only
depend on the activity itself, but also on the object instance processed by this
activity [18, 19] (denoted as vertical authorization). Consider Fig. 4, which depicts a partial view on different process instances handling job applications.
Fig. 4a illustrates horizontal authorizations, whereas Fig. 4b shows horizontal as
well as vertical authorization. While certain actors are only allowed to perform
activity make decision for applicants whose name starts with a letter between
’A’ and ’L’, other ones may only perform this activity for applicants whose name
starts with a letter between ’M’ und ’Z’. Existing WfMS fail to deal with such
data-dependent, vertical authorizations.
Challenge 7 (Consistency between data- and process authorization).
For optional activities it does not make sense to obey a strict execution order
as for mandatory ones. Although the progress of a process instance is based on
attribute values, changes of these values should be possible outside the scope of
normal process execution as well. However, when executing such optional activities, undesired manipulations of object attributes have to be prevented. After
an employee from a functional division has submitted his review, for example
he is no longer allowed to change the value of attribute recommendation. For
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this reason, optional activities cannot be handled completely independent from
mandatory ones; i.e., authorization for optional activities of an object instance
needs to consider the progress of the corresponding process instance [20]. In
particular, correct executability of the process instance has to be guaranteed;
i.e., it must be ensured that all mandatory activities of the process can be executed. Since a process step is defined based on attribute values, the user who
is executing the mandatory activities should therefore have the permission to
change corresponding attributes. Fig. 5 shows an object instance and process
instance respectivley as well as the corresponding privileges for a review. Permissions to read / write a specific attribute value depend on the progress of
the corresponding process instance. Attributes whose values have to be changed
within a mandatory activity are marked with black; attributes that can be read
or changed when executing optional activities are coloured white. Note that the
latter may vary depending on the progress of the process instance. Users are not
allowed to change attribute values used for the definition of a previous process
step (except loops). These permissions are coloured grey.
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Challenge 8 (Relations between users and object instances). As motivated, horizontal as well as vertical authorizations are needed. Regarding vertical
authorizations, permissions have to be restricted to a set of object instances or
one particular object instance [21, 22]. Thereby, the mapping between users
and object instances (i.e., the regulation which user has which access rights for
which object instances) is not arbitrary, but underlies certain conditions [23].
An applicant is allowed to read his own job application, but not the job
applications of other applicants. Therefore, it is not appropriate to treat actor assignments and application data independent from each other as in existing
WfMS. To achieve this, data structures (i.e., object types and their relations
to each other) should also include organizational entities; i.e., roles have to be
explicitly defined as object types. Each individual user is then mapped to an
object instance. At runtime, a user may reference other object instances; e.g., an
organisation unit. Users themselves may be referenced by other object instances;
e.g., an applicant may submit several applications which then refer to this user.
The different relationships between users and object instances have to be taken
into account when assigning actors to activities.
Challenge 9 (User assignment and authorization). Permissions are defined
based on the attributes of object types. When executing mandatory activities,
attribute changes necessary for enabling the next process step have to be accomplished. In order to assign users to mandatory activities, their permissions
are evaluated. Having the permission to change certain attributes does not necessarily mean that the user has to perform a mandatory activity; i.e., we have
to distinguish between mandatory and optional permissions. Only for users with
mandatory permissions, a respective, mandatory activity is listed in their worklist. Users with optional permissions may change the corresponding attributes
when executing optional activities. This means, users may change the attribute
values, relevant to enable the next process step, when executing an optional activity. Such implicit transitions may be desired in some situations, while in other
cases responsible users should explicitly verify the specified attribute values; e.g.,
attribute proposed action can be entered when executing an optional activity.
As effect, the next process step filled out can be reached without having executed mandatory activity fill out. By contrast, in order to submit a review,
mandatory activity submit will have to be executed even if attribute submitted
has been entered within an optional activity (see Fig.5).

4 Existing Approaches
In [1] we have described existing approaches in relation to Challenges 1 - 5. In
particular, some of the discussed issues are addressed in Artifact-Centric Modelling [24], Product-Based Workflow-Support [9, 25], Data-Driven Process Coordination [10, 26], Case Handling [8], and Proclets [11]. In the following, we
discuss existing work in respect to Challenges 6 - 9.
Challenge 6 (Horizontal and vertical user assignment). [27] describes
an approach for realizing Applications Systems, which groups permissions for
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accessing data and functions. Whether a user may perform a particular activity
depends on the agreement of another user at runtime. This makes it possible
to manually approve the object instances relevant in the given situation. However, it is not possible to access data outside the scope of a specific activity; i.e.,
optional activites are not considered. Like [27], current WfMS focus on actor
assignments for controlling activity executions. By contrast, permissions for accessing data and functions are mostly managed within the invoked application
systems. [28] describes the concept of ”instance-based user group”. Each actor
gets access to all object instances associated with at least one process instance
he has been involved in. The opposite direction (i.e., user assignments depending
on permissions for data access) is not considered. [18] enables management of
specific properties for each data element relevant for the process. In addition to
actor expressions, for each activity, relevant properties of the used data elements
are defined. Obviously, this is done redundantly and therefore data inconsistencies might arise.
Challenge 7 (Consistency between data and process authorization). [8]
distinguishes between mandatory and optional data elements of an activity; but
no differentiation between mandatory and optional activities is made. Similar
to [28], users get access to all data elements of the process instances they are
involved in (i.e., the permission to read / write data is assigned implicitly). [27]
and [20] define permissions for accessing data and functions in the context of a
specific task. The other direction (i.e., the assignment of users to tasks depending on given permissions on functions) is not considered. Since all permissions
are defined at the level of object types, it is not possible to assign different permissions for object instances of the same type.
Challenge 8 (Relations between users and object instances). In some
approaches [29, 22, 30, 21, 23], it is possibe to restrict permissions to a selected
set of object instances. However, only in few cases [22, 21, 23] these restrictions can be defined depending on the relationships between users and object
instances. In particular, it is not possible to consider relationships already defined in the data structure. Instead, they have to be defined redundantly based
on the permissions.
Challenge 9 (User assignment and authorization). Except few systems
(e.g., case handling) WfMS do not support optional activities as described in
sect. 3. Hence, it is not possible to differentiate between tasks users must execute and tasks they may execute. In [31], various possibilities for assigning
and activating activities are described. [3] takes the hierarchy of roles into account and [32] allows to define different priorities for assigning users to activities.
However, in all approaches, always at least one user has to execute an activity.
Opposed to this, [8] focuses on data access rather than on assigning users to activities. Further, for each activity it is possible to differentiate between optional
and mandatory data elements.
In summary, the described challenges have been partially addressed by existing
work. However, a comprehensive solution for generic access control in objectaware process management is still missing.
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5 Outlook
Our overall vision is to develop a framework and enabling technology for Objectaware Process Management. We will tackle the described challenges in order
to enable a tight integration of processes, data objects and users. Fig.6 illustrates the discussed interdependencies. This work has been conducted within
the PHILharmonic Flows project. 2 In future papers we will provide detailed
insights into the different components of an Object-aware Process Management
system as well as their complex interdependencies.
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